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Information Security Policy

Eshmoun offers clinical trial and related services for pharmaceutical drug development
stakeholders which is a highly a sensitive field related to human health and hence managing
information security is no longer an option but a necessity.

The vulnerability of patient data underscores the urgency of prioritizing advanced information

security frameworks at Eshmoun.

As market competition escalates, Eshmoun faces twin challenges: meeting rising partner
expectations while preventing intellectual property leaks through enterprise-grade
cybersecurity measures. Proactive information governance now serves as a strategic

differentiator.

In response to escalating operational and competitive pressures, Eshmoun’s executive
leadership has formally committed to implementing an ISO/IEC 27001:2022-compliant
Information Security Management System (ISMS). This strategic initiative aims to
systematically identify, assess, and mitigate risks threatening the confidentiality, integrity, and
availability of critical business assets, thereby safeguarding operational continuity and

stakeholder trust in an increasingly adversarial digital landscape.

The main goals of the Information Security Management (ISM) are :
- Meeting the requirements of partners and stakeholders in terms of information security.
- Guarantee business continuity for the company to be able to meet partners’
commitments
- Prioritize critical vulnerabilities and safeguard operational resilience.
- Mitigate threats to data confidentiality, integrity, and availability.
- Ensure training and monitoring of employees’ skills to make them able to accomplish

their duties in respect of information security requirements.
Leadership Commitment:

Eshmoun’s executive leadership has institutionalized a governance framework to allocate
dedicated financial, technical, and human capital toward achieving 1SO 27001:2022-aligned
ISMS objectives. This includes direct oversight of risk mitigation initiatives and quarterly

reviews to ensure resource efficacy in advancing cybersecurity maturity.
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Employee Accountability:

All employees are mandated to contribute in the application and success the Eshmoun’s

information security strategy by:
- Proactive Integration: Embedding security protocols into daily workflows (e.g.,

phishing reporting, access control adherence).
- Continuous Improvement: Participating in security trainings and audit-driven
corrective action plans.

- Cultural Ownership: Escalating to enable enterprise-wide resilience.
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